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Lecture 23: Language Memory Model

Last Lecture (Recap)

® Memory latency continues to limit the performance of multicore processors
o  Costly load and store operations
o  Hiding load latency at the hardware level
. Prefetching and speculative execution
for(int i=0; i<N; i++) {
if(i % 16 == 0) prefetch(cache line having A[i + 16]); // 16 ints fit on a single cache line
if(Ali] % 2 == 0) { count++; } // candidate for speculative execution. Rollback if A[i] is odd

}
. Out-of-order execution
int a = load(X) // Load from memory is slow so CPU could stall if it does not use 00O

int b = compute() // Independent execution that does not depends on load X (ideal candidate for OoO)
o  Hiding store latency at the hardware level

= Store buffers at each core to drop the data into buffer and immediately move to the next instruction.
If there is no store buffer then following issues
for(int i=0 ;i<n; i++) A[i] = i;
. In the above code snii)pet, without store buffer each update to A[i] would result in a invalidation request to be

sent to other core’s L1. With store buffer, writes to single cache line could be buffered and flushedcto L1 only
once per cache line

" Buffer size enough for ~50 stores on Intel processor (Skylake)
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Lecture 23: Language Memory Model

Last Lecture (Recap)

® Given that modern CPUs do aggressive optimization Thread 1 Thread 2
to hide memory access latency (prefetching , Out-of- <~ = B=1 &
Order, speculation, etc.) LS fB=0 ~ if(A=0)

\. print “Hello”; \. print “World”; S4

o Program execution requires predictable set of behavior

o Memory consistency model defines a set of rules for valid
set of reordering of two different memory accesses

. Both compiler and processor can perform reordering

® Sequential consistency is the most primitive form of
memory consistency that basically says memor
access to any location always happens atomically,
and the effect is visible to each and every core
o Modern programming Iangtl)Jages supports sequential

consistency only for code block within a mutex lock/unlock
operation (Data Race Free)

MEMORY

® x86-TSO memory model (Intel/AMD) | | | || | [ WRITE |

o  Write-Read reordering is only allowed

| | | || | [ READ |

. Due to presence of store buffers
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o oueimgegeMenoybos
Today’s Class

=>® Mutex lock v/s atomic variable

® C++ memory model
® Lock free work-stealing deque
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Lecture 23: Language Memory Model

Sequential Consistency for Data Race Free (DRF)

® C++ memory model guarantees sequential consistency for
Data-Race-Free (DRF) code blocks in our program

o No guarantees whatsoever for rest of the program
= EXxpect reordering everywhere else!

® Sequential consistency for DRF
o No guarantee for racy programs
o Followed by almost all language memory model

o Allows all possible optimizations by compiler and hardware in rest
of the code
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o ewemimngugeMemoymoe
Memory Operations in C++

® Synchronization operations

o Lock based operations }
= Mutex lock/unlock

o Lock-free (A.K.A. atomic) operations]
= Atomic load (read)
=  Atomic store (write)

=  Atomic Read-Modify-Write (RMW), [ Achieving synchronization with some extra
l.e., compare and swap on x86 effort (slightly lower productivity but, high
platforms performance)

. E.g., std::atomic<int>::fetch_add

® Non-synchronization operations
o Read/write

Achieving synchronization in an easy-way
(high productivity, but low performance)

=—
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o oueimgegeMenoybos
Synchronizes-with Relationship

® Synchronizes-with - Happens-before relationship

X() happens-before Y()

Thread 1
X();

A() : Synchronizes-with

Thread 2

B();

Y(), Memory effects of X() becomes visible
to Thread-2 before it performs B(),

i.e., flushing of store buffer at Core-1
before the execution of B at Core-2




SynChronization USing LOCkS MO1 happens-before MO2

std::mutex M; std::bool Flag=false;

Thread 1 Thread 2
M :
e ey Mdock()
(MO1) PushTask();
Flag=true;
M.unlock(); fy”ChroniZeS_With
—> M.lock();
if(Flag) {
PopTask();
}
M.unlock();

1D

MO1 visible to
Thread-2 before
it performs MO2

Memory
__ Operations-2
(MO2)

—_—




Lecture 23: Language Memory Model

Synchronization using Locks: Summary

® Locks ensure that a read-modify-write operation on
memory is carried out atomically

o Matches with the switch based memory access analogy in
sequential consistency

® Lock operations wait for all previous memory accesses to
complete and for all buffered writes to drain to memory
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Synchronization using std::atomic<>

std::atomic<bool> Flag(false);

Memory Thread 1 Thread 2 N

Operations-1 MO1 visible to

(MO1) { PushTask(); Sy Thread-2 before
it performs MO2

Flag.store(true); —-onizes.

— if(Flag.load() == true) { ~
PopTask(); — Memory
} Operations-2
— (M02)

Sequential consistency by default !!
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o wemilagwgMenaywes
Synchronization using std::atomic<>

® Data race free variable

o We would use it when we want to achieve DRF on a single
variable instead of a block of code

o Provides inter thread synchronization

o Sequential consistency by default
= Several other memory orderings allowed!
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Mutex v/s Atomic

std::mutex M; std::bool Flag=false;

Thread 1 Thread 2
M.lock();
PushTask();
Flag=true;
M.unlock(); vf ”ChPOniZes_
ith M.lock();
if(Flag) {
PopTask();
}
M.unlock();

std::atomic<bool> Flag(false);

Thread 1 Thread 2

PushTask();
Flag.store(true%’ymhronizes- if(Flag.load() == true) {
PopTask();

}

1D

® Mutex

o Iflock is already acquired by T1, OS will
context switch T2 if it attempts to acquire the
same lock

. System call used for wait/sleep (transition from
user-space to kernel-space)

n Extremely heavy weight operation if the critical
section is just about updating a shared variable

o Overheads significant when the contention
increases (more threads competing)

o Preferable to use when updating multiple
shared variables in one go to ensure atomicity

® Atomic

o Avoids the costly context switch

o Waste CPU cycles, but its much cheaper than
the context switch, as the spinning doesn’t
happen for long

. The C.S. is just updating a Boolean variable




o wemilagwgMenaywes
Benefits of Sequential Consistency?

® Guarantees switch based atomic access to each and
every memory locations across two threads
o Happens-before edge

® Can we relax this semantics?
o Can we support multiple switches, where there is one switch for
each atomic variable?

o Can we allow reordering of "other” variables (atomic or not)
accessed before or after a single atomic variable?

= Stores to other variables can propagate between cores with
unpredictable delays (but not for a single atomic variable)
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o oueimgegeMenoybos
Today’s Class

® Mutex lock v/s atomic variable
=>® C++ memory model
® Lock free work-stealing deque
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o wemilagwgMenaywes
Memory Orderings with std::atomic<>

. . Helps in writing platform
® Relaxed Orderlng independent programs
o memory order relaxed . Don’t use memory fences
— - yourself, but let the compiler do
® Acquire-Release ordering SUSIEDIERTEN
] . Helps in understanding the exact
O memory_order_achIre intention of the programmer

(improves readability)

o memory_order_release

® Sequential consistency ordering

o memory_order_seq_cst
= Default behavior the previous slide

We already saw its effect in

SjuUIRISUOD Bulieplo Buisealou|
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Lecture 23: Language Memory Model

Recall: Relaxed Memory Model

READ WRITE READ WRITE

READ WRITE WRITE READ

® All possible reordering of operations over two different

memory locations inside a thread, out of which one is an
atomic operation

® Memory operations performed by the same thread on the

same memory location are not reordered with respect to
the modification order
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Lecture 23: Language Memory Model

C++ Memory Order Relaxed

® Rule-1: There can never be any data race while performing
read/write to a single atomic<>A var across multiple cores

o Multiple accesses to same variable A can never be reordered
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Memory Order Relaxed: Rule-1

Memory operations performed by the
same thread on the same memory

. . : . location are not reordered with
<INt>
std::atomic<int X(O)’ respect to the modification order

Thread 2

X

Thread 1

X.store(1, memory_order_relaxed);
X.store(2, memory_order_relaxed);

X.store(3, memory_order_relaxed);
X.load(memory_order_relaxed);

X.store(4, memory_order_relaxed);
X.load(memory_order_relaxed);
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Lecture 23: Language Memory Model

C++ Memory Order Relaxed

® Rule-1: There can never be any data race while performing
read/write to a single atomic<>A var across multiple cores

o Multiple accesses to same variable A can never be reordered

® Rule-2: However, no guarantees of happens-before edge
across accesses to A over two different threads
o Operation is atomic only on atomic variable A
o A can be reordered with read/write to any other variables (atomic or

not) above or below it over a core

= After accessing A on Core-1, Core-2 cannot judge if its safe to access
other variables (atomic or not) that appeared before A’s access on

Core-1
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o ewemimngugeMemoymoe
Memory Order Relaxed: Rule-2

std::atomic<bool> X(false), Y(false); MO1 happens-before MO2

Memo
Ovorations-1 Thread 1 Thread 2 P
(MO1) {X.store(true, memory_order_relaxed); Thread-2 before /
Y.store(true, memory_order_relaxed); it performs MO2
— Synchr

Fes-vi
it if(Y.load(memory_order_relaxed) == true)

assert(X.load(memory_order_relaxed))

} \ Memory
Operations-2

Not guaranteed (MO2)

1D




Lecture 23: Language Memory Model

Memory Order Relaxed: Rule-2

All possible reordering of

. : _ operations over two
std::atomic<bool> X(false), Y(false); different memory locations

inside a thread, out of which
Thread 1 Thread 2 one is an atomic operation

X.store(true, memory_order_relaxed);
Y.store(true, memory_order_relaxed);

— Synchr

es-wit

it if(Y.load(memory_order_relaxed) == true) {
assert(X.load(memory_order_relaxed))

| AN

Not guaranteed
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 lecwe2slamguageMemoyModel
Question-1: Can Assertion Ever Fail?

std::atomic<bool> ready(false)
int data = 0;

Thread 1 Thread 2

while( ! ready.load(memory_order_relaxed)) {
assert(data != 0)

}

data = 100;
ready.store(true, memory_order_relaxed);
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Lecture 23: Language Memory Model

Question-2: Can Assertion Ever Fail?

std::atomic<bool> X{0}, Y{0}
int data = 0;
Thread 1 Thread 2

if(Y.load(memory_order_relaxed) == 1) {
if(X.load(memory_order_relaxed) == 1) {
assert(data != 0)
}

}

® Summary : memory_order_relaxed

o Preserves atomicity per variable
o No ordering across variables
o No visibility guarantees

data = 100;
X.store(1, memory_order_relaxed);
Y.store(1, memory_order_relaxed);
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Acquire and Release: Concepts

std::mutex M;

Allowed Reordering

v/

/I Some memory operations lllegal Reordering

M.lock();

Lock “Acquire”

// Critical section memory operations

wuniook(;

// Some memory operations
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Lecture 23: Language Memory Model

Memory Order Acquire/Release: Concepts

std::atomic<int> X, Y, Z;

// Some memory operations
X.store(1, memory_order_seq_cst);
// Some memory operations

Y.load(memory order_relaxed);
// Some memory operations

&
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Lecture 23: Language Memory Model

Memory Order Acquire/Release: Concepts

std::atomic<int> X, Y, Z;

// Some memory operations

X.store(1, memory_order_seq_cst); E
// Some memory operations

Y.load(memory order_relaxed);
// Some memory operations
Z.load(memory_order_acquire);

// Some memory operations

&
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Lecture 23: Language Memory Model

Memory Order Acquire/Release: Concepts

std::atomic<int> X, Y, Z;

// Some memory operations
X.store(1, memory_order_seq_cst); E
// Some memory operations

Y.load(memory order_relaxed);

// Some memory operations

Z.store(1, memory_order_release);

// Some memory operations

&
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Memory Order Acquire/Release: Example

std::atomic<bool> A(false);
. . MO1 happens-before MO2
iInt non_atomic=0;

Thread 1 Thread 2 »

MO1 visible to
non_atomic =10 // Memory Operations MO1 Thread-2 before
A.store(true, memory_order_release); it performs MO2

. ~> f(A.l ire) == true
Synchron,ZeS_With if(A.load(memory_order_acquire) rue) {

// Memory Operations MO2
assert(non_atomic == 10)

}

Yes, this example looks same as
in sequential consistency order
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Memory Order Acquire/Release: Example

std::atomic<bool> A(false), B(false);
iInt non_atomic=0;

MO1 happe’ -before MO2

Thread 1 Thread 2 »
MO1 visib.~ to
non_atomic =10 // Memory Operations MO1 Thread-2 be> -e
A.store(true, memory_order_release); it perforn . MO.

Synchro —» if(B.load(memory_order_acquire) == true) {
" 'th /7 Memory Operations MO?2

assert(non_atomic == 10)
}

NOT same as in sequential consistency order
Acquire/Release ensures synchronization between
threads that are storing and loading the same
atomic object (also called as half-synchronization)
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 lecwe2slamguageMemoyModel
Question: Can Assertion Ever Fail?

std::atomic<bool> A(false), B(false);
iInt non_atomic = 0;

Thread 2 Thread 3

Thread 1

non_atomic = 10;
A.store(true, memory_order_release);

Sync . == if(A.load(memory_order_acquire) == true) {
y hron'ZeS'Wﬂfh B.store(true, memory_order_release);

} \
Sy
Nchy,
o .
aneS“Wl'z‘h if(B.load(memory_order_acquire) == true) {

assert(non_atomic == 10);
}
Acquire/Release ensures synchronization between
threads that are storing and loading the same
atomic object (also called as half-synchronization)
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o oueimgegeMenoybos
Today’s Class

® Mutex lock v/s atomic variable

® C++ memory model
=>® Lock free work-stealing deque
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o ewemimngugeMemoymoe
Lock Free Work-Stealing Deque (Chase-Lev)

Head ‘
(0)
Tail ‘

Tail =)
(3)

Head =)

Steal T1

(0)
Push T3

Race between
Steal and Pop

Tail =)
(2)

Head#
(1)

Steal T2




o oueimgegeMenoybos
The push Operation

void push(deque_t* deque, task t* task) {
int head = deque->head.load();
int tail = deque->tail.load();
if((tail - head) == SIZE) throw_error(“Deque Full”);
deque->buffer[tail % SIZE] = task; // First store the task
deque->tail.store(tail + 1); // Increment after storing task

4 Tail =)

std::atomic<int> tail, head;

std::memory_order_seq_cst
by defaul‘i_everyv;hecrlg Head ‘
Head =)

Push T3

—
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o lecure2slanguageMemoyMesel
The pop Operation

task_t* pop(deque_t* deque) {
int head = deque->head.load();
int tail = deque->tail.load();
deque->tail.store(tail - 1);
task_t* task = deque->buffer[tail];
if(tail < head) { // Deque just got empty
deque->tail.store(head) // Both head and tail point to same slot

task = NULL;

L _ . Tail

else if(tail > head) { // Sufficient tasks available on deque -
// Do nothing. We are all set (2) -

} else { // Only one task remaining - race with thief
if(!deque->head.compare_and_exchange_strong(head, head + 1)) { -

task = NULL; // Thief won the race Head»

} (0)
deque->tail.store(tail + 1); // increment tail to match head

} lPop T3

return task; 7
}
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o lecure2slanguageMemoyMesel
The pop Operation

task_t* pop(deque_t* deque) {
int head = deque->head.load();
int tail = deque->tail.load();
deque->tail.store(tail - 1);
task_t* task = deque->buffer[tail]; Steal T2
if(tail < head) { // Deque just got empty
deque->tail.store(head) // Both head and tail point to same slot

task = NULL;
} :
else if(tail > head) { // Sufficient tasks available on deque Tail #
// Do nothing. We are all set (2) -
} else { // Only one task remaining - race with thief Head#
if(!deque->head.compare_and_exchange strong(head, head + 1)) { (1)
task = NULL; // Thief won the race
}
deque->tail.store(tail + 1); // increment tail to match head
} Pop T2

return task; 7
}
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The steal Operation

task _t* steal(deque_t* deque) {

int head = deque->head.load();

int tail = deque->tail.load();

if((tail <= head) { // No task available
return NULL;

} else { // Tasks are available (count doesn’t matter)
task_t* task = deque->buffer(head % SIZE];
if(!deque->head.compare_and_exchange_strong(head, head + 1)) {

task = NULL; // Race lost with either victim or other thief
}

return task;

}

1D

Tail =)
(2)

} 7 Head =)

(0)

Steal T1

Race between
Steal and Pop

Tail

(2) -

Head =)
(1)

Steal T2

lPop T2
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Using release—acquire Ordering

® Loads from “tail” follows relaxed ordering at victim
o As only updated locally by victim

® Loads from "head” follows relaxed ordering at both victim
and thief

® Stores to “tail” from victim (release) should synchronize
with load from “tail” at thief (acquire)

o Thief should be aware of updated value of “tail” at steal

® Stores on “head” at both victim and thief must use CAS
operation (acquire_release)
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. lecwexslanguageMemoyModel
Reference Materials

® https://preshing.com/20120913/acquire-and-release-
semantics/

® Atomic weapons — Herb Sutter
o https://www.youtube.com/watch?v=A8eCGOqgvH4

® https://www.dre.vanderbilt.edu/~schmidt/PDF/work-
stealing-dequeue.pdf
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o lecwedilanguageMemoyModel
Next Lecture

® Cache coherency and false sharing
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