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o cueorLmkngemlongofanElFme
Today’s Class

® Revisiting Executable File Format (ELF)

® Dissecting the sections of an ELF
o Symbol resolution
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Lecture 02: Linking and Loading of an ELF file

Class Quiz (1/4)

® Match the following structures with their respective names
and responsibilities

(A) EIf32_Phdr | (X) ELF header (1) Information for Loader

(B) EIf32_Ehdr | (Y) ELF Section Header | (2) Stores roadmap of ELF

(C) EIf32_Shdr | (Z) ELF Program Header | (3) Information for Linker

E CSE231: Operating Systems © Vivek Kumar




Lecture 02: Linking and Loading of an ELF file

Class Quiz (2/4)

® \What is the meaning of “entrypoint” address in an executable?
1. Offset of SHDR table from the beginning of ELF file
2. Offset of PHDR table from the beginning of ELF file
3. Address of “main” method
4. Address of “ start” method

® \WVhere it is stored inside the ELF binaries?
Program header table

Section header table

ELF header

Segments

Sections

oD~
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Tt
Class Quiz (3/4)

® \Which of these are required at the compile time and
runtime, respectively?

ELF header

PHDR

SHDR

Segments

Sections

ok =
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Lecture 02: Linking and Loading of an ELF file

Class Quiz (4/4)

® Match the location shown with their respective section
name inside the ELF file

lvivek@possum: $ cat hello.c
#i‘nclude<stdio.h> ‘ 1 -bSS
int[my_globalll= 1, 2. .strtab
Char*‘str= "Updated value of my_globalllj; 3 rodata
int main() {
my_globall += 1; 4. .text
prlntfm str, my_globall);
return 0; ‘ 5. .data
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Lecture 02: Linking and Loading of an ELF file

Summary: Portability with ELF

® Recall, one of the challenges of OS is to support portability
® Machine code is architecture dependent

® Having an architecture independent layout of object files
helps in achieving portability

o The interpreter (loader + dynamic linker) becomes portable, and
could have same set of steps to load executables across different
architectures (portability)

= Easier to change and test the tools used for manipulating object files
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Today’s Class

® Revisiting Executable File Format (ELF)

® Dissecting the sections of an ELF
o Symbol resolution
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Lecture 02: Linking and Loading of an ELF file

How Linker Reads Section Names?

® The section header does not contains the name of its
corresponding section

o It's structure has a member that contains an offset into the ELF file
where the name of this section is stored

® The names of all the sections are stored inside .shstrtab
section

® Each section header stores the offset into the .shstrtab
section (not the SHDR but the actual section) where the
name of that section is stored as a null terminated string
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Lecture 02: Linking and Loading of an ELF file

$ readelf -p .shstrtab hello

shstrtab” Section in ELF

shstrtab'

® Itis a String Table Section

® Stores the name of each
sections in the binary

o String (NULL terminated)

® As with other sections, this
section is also a contiguous
chunk of memory

h_name = 1 fi

ymtab secti
0 1 2 3 4 5 6 7 8
W /[ Jefyfm]efa |o [vo]
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Reading ".shstrtab” in

ELF Héader:

Class:

Data:

Version:

0S/ABI:

ABI Version:

Type:

Machine:

Version:

Entry point address:

Start of program headers:
Start of section headers:
Flags:

Size of this header:

Size of program headers:
Number of program headers:
Size of section headers:
Number of section headers:

Section header string table index:

Magic: 7f 45 4c 46 01 01 01 00 00 00 00 00 00 00 00 00

ELF32

2's complement, little e
1 (current)

UNIX - System V

0

REL (Relocatable file)
Intel 80386

ox1

ox0

0 (bytes into file)
860 (bytes into file)
ox0

52 (bytes)

0 (bytes)

0

40 (bytes)

Relocatable file fib.o

Section Headers:
Name Type
NULL
.group GROUP
.text PROGBITS
.rel.text REL
.data PROGBITS
.bss NOBITS
.text.__x86.get_p PROGBITS
.comment PROGBITS
.note.GNU-stack PROGBITS
.eh_frame PROGBITS
.rel.eh_frame REL
.symtab SYMTAB
.strtab STRTAB
.shstrtab STRTAB

Addr off Size

00000000 000000 000000
00000000 000034 000008
00000000 00003c 00008f
00000000 000290 000038
00000000 0000ch 000000
00000000 0000cb 000000
00000000 0000cb 00000/
00000000 0000cT 00007a
00000000 00009 00000
00000000 0000OfCc 00FO78
00000000 0002c8 070018
00000000 000174 F000ed
00000000 000254 /00003c
00000000 0002e0 00007a
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#define EI_NIDENT 16

typedef struct {
unsigned char
E1£32_Half
E1£32_Half
E1f32_Word
E1£32_Addr
E1£f32_Off
E1£f32_Off
E1£f32_Word
E1£f32_Half
E1£32_Half
E1£32_Half
E1£32_Half
E1£32_Half
E1£f32_ Half

} E1£f32_Ehdr;

typedef struct {
E1£f32_Word
E1£f32_Word
E1£f32_Word
E1£32_ Addr
E1f32 Off
E1£32 Word
E1£32 Word
E1£32 Word
E1£f32 Word
E1£32 Word

} E1£32_Shdr;

Lecture 02: Linking and Loading of an ELF file

Plain C

e_ident[EI_NIDENT];
e_type;
e_machine;
e_version;
e_entry;
e_phoff;
e_shoff;

e _flags;
e_ehsize;
e_phentsize;
e_phnum;
e_shentsize;
e_shnum;
e_shstrndx;

sh_name;
sh_type;
sh_flags;
sh_addr;
sh_offset;
sh_size;
sh_link;
sh_info;
sh_addralign;
sh_entsize;

© Vivek Kumar

4.

Open the a.outin O_RDONLY
mode

Read the value of the following
member in the EIf32_Ehdr

a. e_shoff
b. e_shentsize (fixed)
C. e_shstrndx

Move to the offset e shoff +
e_shstrndx* e_shentsize

a. StartlrI]rq address of EIf32_Shdr for
“.shstrtab”

Read the value fth following
members in the EIf32_Shdr

a. sh_offset

b. sh_size

Move to the offset sh offset from
the start of the file a.out

a. Content of the “.shstrtab” starts

from this address
b. Total content size “sh_size” bytes
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Lecture 02: Linking and Loading of an ELF file

Reading Section Names in Plain C

E CSEZ231: Operating Systems
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ELF Héader: .
Magic: 7f 45 4c 46 @1 @1 01 00 00 00 00 00 00 00 00 00 #define EI_NIDENT 16 6 Ite rate th rou h a”
Class: ELF32 - . "
Data: 2's complement, little el typedef struct {
Version: 1 (current) unsigned char e_ident[EI_NIDENT]; e n rl eS I n e
0S/ABI: UNIX - System V E1f32_Half e_type;
ABI Version: 0 E1f32_Half e_machine; O n e b O n e
Type: REL (Relocatable file) E1£32_Word e_version;
Machine: Intel 80386 E1£32_Addr e_entry;
Version: ox1 E1£32_Off e_phoff; S H D R t t t
Entry point address: ox0 . . E1£32 Off e_shoff; O array S ar S a
Start of program headers: @ (bytes into fllg) E1£32_Word e flags; e Shoff
O i;:;:of section headers: g:g (bytes into file) E1£32 Half e ehsize; _
. Size of this header: 52 (bytes) E1£32_Half e_phentsize;
. E1f32_Half e_phnum; .
Size of program headers: 0 (bytes) E1£32 Half “chentsize: 7 n t
U= Number of program headers: (%] _Ha e_snentsize; » I e Va ue O
Size of section headers: 40 (bytes) E1£32 Half e_shnun; -
() Number of section headers: E1£32 Half e_shstrndx; S nal I le In t e
f—_— Section header string table index: } E1£32_Ehdr;
o) entr Y
0
© 1 I
e ame O IS SeClion
g ' Il be inside th
2 tent of the section
m b} .
Section Headers: typedef struct { . S h Strta b a n d Sta rtl n g
Nane ;th 2:;;0000 g;efmee EL£32 Word sh_name; t th I t.
.group GROUP 00000000 000034 E1£32_Word sh_type; a e Oca |On
.text PROGBITS 00000000 00003c E1£32_Word sh_flags;
.rel.text REL 00000000 000290 E1£f32 Addr sh_addr; S h n a m e
.data PROGBITS 00000000 0000ch ~ - .
.bss NOBITS 00000000 0000Ch E1£32_Off sh_o?fset, -_—
.text.__x86.get_p PROGBITS 00000000 0000cCh E1£32_Word sh_size; H 0
.comment PROGBITS 00000000 000OCT E1f32_Word sh_link; O rl n OS a a
.nzti.GNU—stack PRggBIT: gggggggg gggg? E1£f32 wWord sh_info; t. . t th
.eh_frame PROGBIT! c - - . .
.rel.eh_frame REL 00000000 0002c8 Eigi—zorg Sg—adir‘?llgn' Oca |On prl n S e
.symtab SYMTAB 00000000 000174 _Wor sh_entsize;
.strtab STRTAB 00000000 000254 } E1£32_Shdr; nal I Ie
.shstrtab STRTAB 00000000 0002e0
—
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Linker: Merges the Sections

‘ toxt ® Relocation is the

process of merging the

sections and resolving

| data the symbol addresses

[ .bss

| .rodata

C.out

B.o
111D,

.bss

.rodata

.data

.bss

.rodata




Lecture 02: Linking and Loading of an ELF file

Linker: Relocation

[[vivek@possum]$ cat fib.c
int get_number();

int fib(int n) {
if(n<2) return n; get_number
else return fib(n-1)+fib(n-2);

} fib
int compute() { compute
int n = get_number();
return fib(n);
}
[vivek@possum]$ cat call-fib.c
int compute();
int get_number() {
return 40; compute
}
int main() { get_number

int result = compute();
return 9;
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fib.o

External
Internal

Internal

call-fib.o

External

Internal
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NULL
P a.out
Addr_B
| get_number Addr_D
fib Addr_E
compute Addr_F
NULL
Addr_C
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Reference Materials

® Executable and Linkable Format
o https://man7.org/linux/man-pages/man5b/elf.5.html
o https://www.sco.com/developers/devspecs/qabi41.pdf
o https://wiki.osdev.org/ELF Tutorial
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