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Lecture 04: Procedure Calling Convention

Loader

® \When an executable file is run, the operating system loads
it into memory and start running it

® Loader uses the information stored inside the Program
Header Table (PHT)

o It doesn’t require information stored in the Section Header Table
(SHDR)

o Linker combines multiple sections of similar type to create one
segment

o There are multiple segments in an executable file, and for each
segment, there is one entry in the PHDR

o Several sections can be removed from the executable without
affecting program execution

E CSE231: Operating Systems © Vivek Kumar




Lecture 04: Procedure Calling Convention

Example: Loading Executable in Plain C

[vivek@Ppossum]$ gcc -m32 —-no-pie -nostdlib fib.c
/usr/bin/1ld: warning: cannot find entry symbol _start; de
}
int main() { Fix: rename
int val = fib(40); '
return val; “main” to _start”

For simplicity, a) assume there are no APIs from the GNU C
library, b) 32-bit compilation, and c) no use of global variables

® The loader has to simply iterate through the PHDR and identify
the segment of PT_LOAD type

® Load this segment in memory and jump to [where?] for starting

the execution _
e_entrypoint
address in EHDR

E CSE231: Operating Systems © Vivek Kumar
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int fib(int n) {
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Lecture 04: Procedure Calling Convention

Example: Loading Executable in Plain C

[vivek@possuml$ readelf -h fib [vivek@possum]$ readelf -1 fib

ELF Header:
Magic: 7f 45 4c 46 91 91 91 90 00 00 00 00 00
Class:
DERE-H
Version: 1 (current)

Elf file type is EXEC (Executable file)
Entry point 0x8048141

There are 5 program headers, starting at offset 52

Program Headers:

0S/ABI: UNIX - Syste
ABI Version: 0

Type Offset  VirtAddr _ PhysAddr FileSiz MemSiz
LOAD 0x000000 | 0x08048000 Ix08048000 Ox00200 ©x00200

struct ({

typedef

Type: EXEC (Execut LOAD 0x001007 0x0804a000 0x0804a000 0x000@C ©x0000C E1£32 Word p_type;

Machine: Intel 80386 NOTE 0x00000- 0x080480d4 OX080480AL 0XU00Z4 UXGUOZE E1f32 Off p offset;
Version: ox1 GNU_EH_FRAME  @x00016C 0x080487/~ OvARALR1AC AXANA2L AXANA2L E1£32 Addr T
Entry point address: 0x8048141 GNU_STACK 0x000000 0x0000000D OxP0000000 OXxPP000 ©x00P00 = P_ '
Start of program headers: n E1£32_Addr p_paddr;

Start of section headers: 5200 (bytes Section to Segment mapping: E1£32 Word p_filesz;
Flags: 0x0 Segment Sections... E1f32 Word p_memsz;
ize 0 i eader: : 00 .note.gnu.build-id .text .eh_frame_hdr .eh_frame E1£32 Word p flags;
Size of program headers: 32 (bytes) o1 -got.plt : =il
02 .note.gnu.build-id E1£32 Word p_align;

Number of program headers:

03 .eh_frame_hdr } E1£32_Phdr;

04

Number of section headers: 15
Section header string table index: 14

o fﬁrra I of PHPR with total "e_phnum” number of elements starts at e _phoff’ bytes from the start of
e file a.ou

Load the first segment whose "p_type” is “PT_LOAD” in memory. This segment starts at “p_offset”
Move to the virtual address "e_entrypoint” inside this segment
Typecast it to the ”_start” function pointer type and simply execute!

o
o
o
“E CSE231: Operating Systems © Vivek Kumar 5




Lecture 04: Procedure Calling Convention

Loader in OS: Complete Steps (1/2)

vivek@possum: $ readelf -1 hello

E1lf file type is DYN (Position-Independent Executable file)
Entry point 0x1080
There are 13 program headers, starting at offset 64

Program Headers:
Type Offset VirtAddr PhysAddr
FileSiz MemSiz Flags Align
PHDR 0x0000000000000040 Ox00000000000VVV04L0 O0x000VVVV000000040
0x00000000000002d8 0x00000000000002d8 R ox8
INTERP 0x0000000000000318 Ox0000000000VPV318 0x00VPRVVV00000318
R ox1
[Requesting program interpreter: /libé64/1d-1inux-x86-64.s0.2]
LOAD UX0UU0000000000000  OA00000000000V00U0UY YXYWDD000000000000
0x0000000000000660 0x000000000VRRO660 R 0x1000
LOAD 0x0000000000001000 0x0000000000001000 0x0000000000001000
0x00000000000001b9 Ox00000000000001b9 R E 0x1000
LOAD 0x0000000000002000 0x0000000000002000 Ox000PRRN000002000

Segment Sections...

00

01 .interp

02 .interp .note.gnu.property .note.gnu.build-id .note.ABI-tag .
gnu.hash .dynsym .dynstr .gnu.version .gnu.version_r .rela.dyn .rela.pl
t

03 .init .plt .plt.got .plt.sec .text .fini
04 .rodata .eh_frame_hdr .eh_frame
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Lecture 04: Procedure Calling Convention

Loader in OS: Complete Steps (2/2)

® \When an executable file is run, the operating system loads it
into memory and start it running as follows

1.

W

OS kernel reads the PHT and loads the parts specified in the
segments of type “INTERP” and “LOAD’

Control is transferred to the interpreter (/lib/Id-library.so)
Dynamic Linker (DL) is invoked

DL load the shared libraries needed by the executable and carry out
the relocations

= This information is available in “.dynamic” section

= Connects symbolic references with their _corre_sRonding symbolic
definitions (e.g., connectln? the call to printf with the actual
implementation of the printf in GNU C library)

DL transfer the control to the address given by the symbol “ start”
(and eventually to user main)

[ E CSE231: Operating Systems © Vivek Kumar
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Lecture 04: Procedure Calling Convention

Instruction Set Architectures (ISA)

® |ISA provides a precise description of features provided by the
hardware and how software can invoke and access these
features
o Can be thought of a programmer’s manual to run programs on a CPU
= |nterface between the hardware and the software
o Hides the hardware complexity

® Some of the widely used ISAs
o Xx86 &or IA32, i386) — Developed by Intel and widely used in
desktop/laptop processors
= Throughout this course we would only refer to 32-bit x86 (or IA32)

o Xx86-64 (or AMDG64) — 64-bit version of x86 ISA

o ARM — Widely used on processors for mobile devices due to their
reduced instruction set, which results in small die area and low power
consumption

E CSE231: Operating Systems © Vivek Kumar
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Lecture 04: Procedure Calling Convention

Registers in I1A32

® There are total of eight data

Hardware Registers C . .

g e registers where six are
accessed in a single \( Core < general purpose and two
. [ are special purpose (ESP

and EBP)
—> ES| : :

Input/Output ® EIP is a control register to
hold the program counter

E CSE231: Operating Systems © Vivek Kumar 11



Lecture 04: Procedure Calling Convention

Memory Layout of Program in Execution

4GB |
Total 232 unique memory
Program Headers: address on a 32-bit machine
Type Offset VirtAddr PhysAddr FileSiz MemSiz Flg Align
PHDR 0x000034 0x00000034 Ox000P00O34 Ox00120 Ox00120 R 0x4
INTERP 0x000154 0x00000154 Ox00000154 Ox00013 Ox00013 R 0x1 S.Il:,.]aCk I’Or\{VS downward d
Stack [Requesting program interpreter: /lib/ld-linux.so.2] wnhereas eap grOWS Upwar
LOAD 0x000000 0x00000P000 0x00PVVVVO OxP0770 Ox00770 R E 0x1000
LOAD 0x00Ped8 OxPPPP1led8 OxPPPP1led8 Ox0P0138 Ox400168 RW ©x1000 © (g)euri]:grfartgedn\}vohrgne{ﬂoerre iS no
DYNAMIC 0x000eed 0x0000leecd Ox0000leecd Ox0OOT8 Ox00OT8 RW Ox4 more space Ieft You can
Out of NOTE 0x000168 0x00000168 0x00000168 Ox0Q0044L OxB0044 R  OX4 easil pet this runtime
h GNU_EH_FRAME 0x000638 0x00000638 Ox00PPV638 OxPPO3c Ox0B3c R Ox4 ytg hl h
memory when GNU_STACK 0x000000 0x00000000 0x00000000 ©x00000 ©x00000 RW Ox10 ﬁxcep lon w |ev\r/l#]nr))|ng a
this space GNU_RELRO ©x000ed8 0x00001led8 0x000P01led8 0©x00128 0x00128 R 0x1 ava program' y
gets full Section to Segment mapping: E_aCh of the slots shown in the
T S;gment Sections... flgure consists O(f4}3<e)vera|
eap ) memory pages
01 .interp
02 .interp .note.ABI-tag .note.gnu.build-id .gnu.hash .dynsym .dynstr .
(ma”OC) .gnu.version .gnu.version_r .rel.dyn .rel.plt .init .plt .plt.got .text .fini _StaCk IS the place Where the
.rodata .eh_frame_hdr .eh_frame |ntermed|a_te State Of program
_data and bSS‘ 03 .init_array .fini_array .dynamic .got .data .bss execuﬂon IS Stored
04 .dynamic
% oo hote.ABI-tag .note.gnu.build-id Which of the memory slots are
.rodata 07 T Readable? Executable?
Writable?
text ‘
0

E CSE231: Operating Systems © Vivek Kumar 12



Lecture 04: Procedure Calling Convention

Upside Down Call Stack in |1A32

Bottom

ﬂ Stack

Top

E CSEZ231: Operating Systems

® Stack is just a region of memory allocated by the

OS for a running program to save the temporary
yarlablte_s inside a method and to support method
invocation

o Stack grows downward

Used to hold temporary program state
o Method call stack (callee and caller information)
= Local variables
=  Function arguments
= Return address
» Temporary space

This convention of saving and restoring program
state across method calls Is called procedure call
linkage. We will now see how it happens on |A32

© Vivek Kumar 13



Callee and Caller

Lecture 04: Procedure Calling Convention

L1: main () {
L2: foo();
L3:}

L7: bar(int x1, int x2) {

L8: int b1=x1,b2=x2, b3:

L9: b3 = baz();

L10: }

L4: 0{

L5: bar(100, 200);

L6: }

L11: int baz () {

L12: intr=10;
L13: returnr;

L14: }

E CSEZ231: Operating Systems

® Call chain
o main - foo = bar -2 baz

® Callee and Caller
o main (caller) - foo (callee)
o foo (caller) = bar (callee)
o bar (caller) - baz (callee)

© Vivek Kumar 14



o ewsOsPomaweCamgCowemon
Today’s Lecture

® Loader
® Call stack
® Procedure calling convention

1D




Lecture 04: Procedure Calling Convention

Stack Frames in |1A32 (1/7)

L1: main () {
L2: foo();
L3:}

L7: bar(int x1, int x2) {

L8: int b1=x1,b2=x2, b3:

L9: b3 = baz();

L10: }

L4: 0{

L5: bar(100, 200);

L6: }

L11: int baz () {

L12: intr=10;
L13: returnr;

L14: }

E CSEZ231: Operating Systems

Bottom

Top
© Vivek Kumar

ma®
Ces |

EBP register points
to bottom of the
stack (first item
pushed on the stack)
and ESP reqister
oints to the top of
he stack (last item
pushed on stack)

Area of the stack
between the location
ointed by EBP and
SP is called stack
frames for that

method

The topmost frame
Corres;toonds to the
curren yexecutlng
method

16



Lecture 04: Procedure Calling Convention

Stack Frames in |1A32 (2/7)

Bottom ® EBP register points

R . to bottom of the
L1 main ) { H4: oo O = stack (first item
pushed on the stack)
L2: fool); and ESP register
L5: bar(100, 200); oints to the top of
. _EsP he stack (last item
L3:} pushed on stack)

e sl oy
P ointed by EBP and

L11: Int baz (}{ SP is called stack

frames for that

L9: b3= b'azr(');ﬁ L12: intr=10; method
L13: returnr; ® The topmost frame

Corres;toonds to the
curren y executing

L8: int b1=x1,b2=x2, b3:

L10: } L14: }

E CSE231: Operating Systems © Vivek Kumar 17




Lecture 04: Procedure Calling Convention

Stack Frames in |1A32 (3/7)

Bottom

® EBP register points
Sk (TaChon
pushed on the stack)

L2: foo(); and ESP reqister
L5: bar(100, 200); oints to the top of
he stack (last item
L3:} pushed on stack)
L7: bar(int x1, intx2){ || L6:} Area of the stack

between the location

- L11: int baz () { ointed by EBP and
L8: int b1=x1,b2=x2, b3; frgrlzelg ?grlter?a?tac;k
L9: b3 = bazr(');i | L12: intr=10; method
L13: returnr; ® The topmost frame
corres;taonds to {[_he
_ _ curren y executing
L10: } L14:} Top method

E CSE231: Operating Systems © Vivek Kumar 18
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Stack Frames in 1A32 (4/7)

Bottom

® EBP register points
Sk (TaChon
pushed on the stack)

L2: foo(); and ESP reqister
L5: bar(100, 200); oints to the top of
he stack (last item
L3:} pushed on stack)
L7: bar(int x1, intx2){ || L6:} Area of the stack

between the location

- L11: int baz () { oint_ed by EBP and
L8: int b1=x1,b2=x2, b3; frgrlzelg ?grlter?a?tac;k
L9: b3 = bazr(');i | L12: intr=10; method
L13: returnr; ® The topmost frame
corres;taonds to {[_he
_ _ curren y executing
L10: } L14:} Top method

E CSE231: Operating Systems © Vivek Kumar 19
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Stack Frames in |1A32 (5/7)

Bottom

® EBP register points
Sk (TaChon
pushed on the stack)

L2: foo(); and ESP reqister
L5: bar(100, 200); oints to the top of
he stack (last item
L3:} pushed on stack)
L7: bar(int x1, intx2){ || L6:} Area of the stack

between the location

- L11: int baz () { ointed by EBP and
L8: int b1=x1,b2=x2, b3; frgrlzelg ?grlter?a?tac;k
L9: b3 = bazr(');i | L12: intr=10; method
L13: returnr; ® The topmost frame
corres;taonds to {[_he
_ _ curren y executing
L10: } L14:} Top method

E CSE231: Operating Systems © Vivek Kumar 20
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Stack Frames in |1A32 (6/7)

Bottom ® EBP register points

R . to bottom of the
L1 main ) { H4: oo O = stack (first item
pushed on the stack)
L2: fool); and ESP register
L5: bar(100, 200); oints to the top of
. _EsP he stack (last item
L3:} pushed on stack)

e sl oy
P ointed by EBP and

L11: Int baz (}{ SP is called stack

frames for that

L9: b3= b'azr(');ﬁ L12: intr=10; method
L13: returnr; ® The topmost frame

Corres;toonds to the
curren y executing

L8: int b1=x1,b2=x2, b3:

L10: } L14: }

E CSE231: Operating Systems © Vivek Kumar 21
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Stack Frames in |1A32 (7/7)

L1: main () {
L2: foo();
L3:}

L7: bar(int x1, int x2) {

L8: int b1=x1,b2=x2, b3:

L9: b3 = baz();

L10: }

L4: 0{

L5: bar(100, 200);

L6: }

L11: int baz () {

L12: intr=10;
L13: returnr;

L14: }

E CSEZ231: Operating Systems

Bottom

Top
© Vivek Kumar

ma®
Ces |

EBP register points
to bottom of the
stack (first item
pushed on the stack)
and ESP reqister
oints to the top of
he stack (last item
pushed on stack)

Area of the stack
between the location
ointed by EBP and
SP is called stack
frames for that

method

The topmost frame
Corres;toonds to the
curren yexecutlng
method
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Lecture 04: Procedure Calling Convention

Calling Convention in X86 (1/14)

® <save regs>

L1: main () {
<save_regs>

L2: ();

L3:}

L7: bar(int x1, int x2) {

L8: int b1=x1,b2=x2, b3:

L9: b3 = baz();

L10: }

L4: 0{

L5: bar(100, 200);

L6: }

L11: int baz () {

L12: intr=10;
L13: returnr;

L14: }

[ E CSEZ231: Operating Systems

161

Bottom

OIdEBP (....)

Top
© Vivek Kumar

£8P
|_ESP

O

Current content of
EBP register is
saved in stack

=  Which method it
corresponds to?

= Carried out
before every
method call

= Also known as
function
prologue

EBP now points to

the slot containing

old value of EBP

ESP also points to
the same slot

23



Lecture 04: Procedure Calling Convention

Calling Convention in X86 (2/14)

L1: main () {
<save_regs>
<save(PC)>

L2: VE

L3:}

L7: bar(int x1, int x2) {

L8: int b1=x1,b2=x2, b3:

L9: b3 = baz();

L10: }

L4: 0{

L5: bar(100, 200);

L6: }

L11: int baz () {

L12: intr=10;
L13: returnr;

L14: }

E CSEZ231: Operating Systems

161
160

Bottom

OIdEBP (....)

Return (PC=L3)

Top

© Vivek Kumar

' ® <Save (PC)>

_EsP_|

o Current content
of EIP register
IS saved In
stack

o ESPis now
pointing to
newly added
slot

24
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Calling Convention in X86 (3/14)

Bottom
: 161 [ OIdEBP (:-) ® <save regs->
L1: main () { L4: 04 160 | Return (PC=L3)
:zzggﬁggf <save_regs> 159 | Old EBP (=161) O Cfulgrsgt Cor_1ttent
_ _ P | (0) regisier
L2: 0); o . .
L5: bar(100, 200); IS saved In
stack
L3:} .
o EBP now points
L7: bar(int x1, int x2) { L6: } to the slot
- L11: int baz () { containing old
L8: int b1=x1,b2=x2, b3; value of EBP
L9: b3 = baz(); L12: intr=10; o ESP also points
o L13: returnr; to the same slot
L10: L14:
} ) Top

E CSE231: Operating Systems © Vivek Kumar 25
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Calling Convention in X86 (4/14)

L1: main () {
<save_regs>
<save(PC)>

L2: VE

L3:}

L7: bar(int x1, int x2) {

L8: int b1=x1,b2=x2, b3:

L9: b3 = baz();

L10: }

L4: 0{
<save_regs>
<alloc(8)>

L5: bar(100, 200);

L6: }

L11: int baz () {

L12: intr=10;
L13: returnr;

L14: }

E CSEZ231: Operating Systems

161
160
159
158
157

Bottom

OIdEBP (....)

Return (PC=L3)

Old EBP (=161)

Arg-2 (=200)

Arg-1 (=100)

Top
© Vivek Kumar

£8P
_ESP

® <alloc(8)>

O

Two slots are
added on the
stack in the
current stack
frame for two
arguments to
the callee
method

Arguments are
stored in the
reverse ordered
on the stack

ESP is updated
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Calling Convention in X86 (5/14)

L1: main () {
<save_regs>
<save(PC)>

L2: VE

L3:}

L7: bar(int x1, int x2) {

L8: int b1=x1,b2=x2, b3:

L9: b3 = baz();

L10: }

L4:

L5:

0
<save_regs>
<alloc(8)>
<save(PC)>
bar(100, 200);

L6: }

L11: int baz () {

L12: intr=10;
L13: returnr;

L14:}

E CSEZ231: Operating Systems

161
160
159
158
157
156

Bottom

OIdEBP (....)

Return (PC=L3)

Old EBP (=161)

Arg-2 (=200)

Arg-1 (=100)

Return (PC=L6)

Top
© Vivek Kumar

i

® <save (PC)>

o Current content
of EIP register

IS saved in
stack

o ESPis now
pointing to
newly added
slot
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Calling Convention in X86 (6/14)

Bottom
: 161 [ TOIdEBP (1) ® <save regs->
L1: main () { L4: 0{ 160 | Return (PC=L3)
<save regs> <save regs> 159 | Old EBP (=161) o Current content
<save(PC)> <alloc(8)> 158 | Arg-2 (=200) of EBP register
L2: (); <save(PC)> 157 | Arg-1 (=100) : di
L5: bar(100, 200); 156 | Return (PC=L6 IS saved In
" - s [OUEPEIN _ gy~ StACk
EEd o EBP now points

L7: bar(int x1, int x2) { L6: } to the slot
<Save_regs> ..
L11: int baz () { containing old
L8: int b1=x1,b2=x2, b3; value of EBP
L9: b3 = baz(); L12: intr=10; o ESP also points
L13: returnr; to the same slot
L10: L14:
} } Top

E CSE231: Operating Systems © Vivek Kumar 28
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Calling Convention in X86 (7/14)

L1: main () {
<save_regs>
<save(PC)>

L2: foo();

L3:}

L7: bar(int x1, int x2) {
<save_regs>
<alloc(12)>

L8: int b1=x1,b2=x2, b3;

L9: b3 = baz();

L10: }

L4: foo () {
<save_regs>
<alloc(8)>
<save(PC)>

L5: bar(100, 200);

L6: }

L11: int baz () {

L12: intr=10;
L13: returnr;

L14: }

E CSEZ231: Operating Systems

161
160
159
158
157
156
155
154
153
152

Bottom

OIdEBP (....)

Return (PC=L3)

Old EBP (=161)

Arg-2 (=200)

Arg-1 (=100)

Return (PC=L6

Top
© Vivek Kumar

® <alloc(12)>

O

Three slots are
added on the
stack in the
current stack
frame for the
three local
variables

Variables are
stored in the
same order on
the stack as
encountered

ESP is updated
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Calling Convention in X86 (8/14)

L1: main () {

L2: foo();

L3:}

<save_regs>
<save(PC)>

L7: bar(int x1, int x2) {

L8:

L9:

<save_regs>
<alloc(12)>

int b1=x1,b2=x2, b3;
<save(PC)>

b3 = baz();

L10: }

L4: foo () {
<save_regs>
<alloc(8)>
<save(PC)>

L5: bar(100, 200);

L6: }

L11: int baz () {

L12: intr=10;
L13: returnr;

L14: }

E CSE231: Operating Systems

161
160
159
158
157
156
155
154
153
152
151

Bottom

OIdEBP (....)

Return (PC=L3)

Old EBP (=161)

Arg-2 (=200)

Arg-1 (=100)

Return (PC=L6

Top

© Vivek Kumar

® <save (PC)>

o Current content
of EIP register

IS saved in
stack

o ESPis now
pointing to
newly added
slot
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Calling Convention in X86 (9/14)

L1: main () {
<save_regs>
<save(PC)>

L2: foo();

L3:}

L7: bar(int x1, int x2) {

L8:

<save_regs>
<alloc(12)>

<save(PC)>

L9: b3= bazr();i |

L10: }

L4: foo () {
<save_regs>
<alloc(8)>
<save(PC)>

L5: bar(100, 200);

L6: }

int b1=x1,b2=x2, b3;

L11: int baz () {
<save regs>
<alloc(4)>

L12: intr=10;

L13: returnr;

L14: }

E CSE231: Operating Systems

161
160
159
158
157
156
155
154
153
152
151
150
149

Bottom
OIdEBP(....)
Return (PC=L3)
Old EBP (=161)
Arg-2 (=200)
Arg-1 (=100)

Return (PC=L6

© Vivek Kumar

® <save regs>

o Current content
of EBP register
IS saved Iin stack

o EBP now points
to the slot
containing old
value of EBP

o ESP also points
to the same slot

-~ mEme <alloc(4)
~ T

o Aslotis added
on the stack in
the current stack
frame for the
local variable
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Calling Convention in X86 (10/14)

Lecture 04: Procedure Calling Convention

L1: main () {
<save_regs>
<save(PC)>

L2: foo();

L3:}

L7: bar(int x1, int x2) {
<save_regs>
<alloc(12)>

int b1=x1,b2=x2, b3;
<save(PC)>

b3 = baz();

L8:

L9:

L10: }

L4: foo () {

L5:

<save_regs>
<alloc(8)>
<save(PC)>
bar(100, 200);

L6: }

L11: int baz () {
<save regs>
<alloc(4)>

L12: intr=10;

L13: returnr;
<dealloc(4)>

<restore regs>

L14: }

E CSEZ231: Operating Systems

161
160
159
158
157
156
155
154
153
152
151

Bottom
Old EBP (....)
Return (PC=L3)
Old EBP (=161)

Top
© Vivek Kumar

Arg-2 (=200) ®
Arg-1 (=100)
Return (PC=L6

Value returned is
stored inside the slot
152 for “b3”

<dealloc(4)

o  ESPis updated to point
to the slot just before
the _slotfs) added for
storing local variable(s)

<restore regs>

o Old va(ljue %f EtBP(ijs_
E%pF?e and stored in

o  ESP adjusted to ?oint
to the last slot in the
current stack frame

o  Carried out before
exiting any method call

o  Also known as function
epilogue
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Lecture 04: Procedure Calling Convention

Calling Convention in X86 (11/14)

L1: main () {
<save_regs>
<save(PC)>

L2: foo();

L3:}

L7: bar(int x1, int x2) {
<save_regs>
<alloc(12)>

L8: int b1=x1,b2=x2, b3;

<save(PC)>
L9: b3 = baz();
<restore(PC)>

L10: }

L4: foo () {
<save_regs>
<alloc(8)>
<save(PC)>

L5: bar(100, 200);

L6: }

L11: int baz () {
<save_regs>

<alloc(4)>
L12: intr=10;
L13: returnr;

<dealloc(4)>

<restore regs>
L14:}

E CSEZ231: Operating Systems

161
160
159
158
157
156
155
154
153
152

Bottom

OIdEBP (....)

Return (PC=L3)

Old EBP (=161)

Arg-2 (=200)

Arg-1 (=100)

Return (PC=L6

Top
© Vivek Kumar

® <restore(PC)>

O

EIP register is
now restored
with the old
value of EIP
before the call
went inside the
callee
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Lecture 04: Procedure Calling Convention

Calling Convention in X86 (12/14)

® <dealloc(12)>

L1: main () {

L2:

L3:}

<save_regs>
<save(PC)>
();

L7: bar(int x1, int x2) {

L8:

L9:

<save_regs>
<alloc(12)>

int b1=x1,b2=x2, b3;
<save(PC)>

b3 = baz();
<restore(PC)>
<dealloc(12)>
<restore regs>

L10: }

L4: 0 {
<save_regs>
<alloc(8)>
<save(PC)>

L5: bar(100, 200);

L6: }

L11: int baz () {
<save_regs>
<alloc(4)>
intr=10;
returnr;
<dealloc(4)>

<restore regs>

L14:}

L12:
L13:

E CSEZ231: Operating Systems

161
160
159
158
157
156

Bottom

OIdEBP (....)

Return (PC=L3)

Old EBP (=161)

Arg-2 (=200)

Arg-1 (=100)

Return (PC=L6)

Top
© Vivek Kumar

_ESP_

O

ESP is updated
to point to the
slot just before
the Slot(s) added
for storing local
variable(s)

® <restore regs>

O

Old value of EBP
Is popped and
stored in EBP

ESP adjusted to
point to'the last
slot in the
current stack

frame
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Lecture 04: Procedure Calling Convention

Calling Convention in X86 (13/14)

L1: main () {
<save_regs>
<save(PC)>

L2: ();

L3:}

L7: bar(int x1, int x2) {
<save_regs>
<alloc(12)>

L8: int b1=x1,b2=x2, b3;
<save(PC)>

L9: b3 = baz();
<restore(PC)>
<dealloc(12)>
<restore regs>

L10:}

L4: foo () {
<save_regs>
<alloc(8)>
<save(PC)>

L5: bar(100, 200);
<restore(PC)>
<dealloc(8)>
<restore regs>

L6: }

L11: int baz () {
<save_regs>

<alloc(4)>
L12: intr=10;
L13: returnr;

<dealloc(4)>

<restore regs>
L14:}
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161
160

Bottom

OIdEBP (....)

Return (PC=L3)

Top
© Vivek Kumar

m
_ESP

<restore(PC)>

o EIP register is now
restored with the old
value of EIP before
the call went inside
the callee

<dealloc(8)>

o ESP is updated to
oint to the slot just
efore the slot(s)

added for storing
local variable(s)

<restore_regs>

o Old va(ljue c()jfEtBP(ijs
opped and store
I EBP

o ESP adjusted to
point to'the last slot
In the current stack
frame
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Lecture 04: Procedure Calling Convention

Calling Convention in X86 (14/14)

L1: main () {

L2:

L3:}

<save_regs>
<save(PC)>

();
<restore(PC)>
<restore regs>

L7: bar(int x1, int x2) {

L8:

L9:

<save_regs>
<alloc(12)>

int b1=x1,b2=x2, b3;
<save(PC)>

b3 = baz();
<restore(PC)>
<dealloc(12)>
<restore regs>

L10: }

L4: foo () {
<save_regs>
<alloc(8)>
<save(PC)>

L5: bar(100, 200);
<restore(PC)>
<dealloc(8)>
<restore regs>

L6: }

L11: int baz () {
<save_regs>

<alloc(4)>
L12: intr=10;
L13: returnr;

<dealloc(4)>

<restore regs>
L14:}

E CSEZ231: Operating Systems

Bottom

Top
© Vivek Kumar

® As the main
method
terminates, call
IS transferred to
the caller that
happens to be
the libc main
and then finally
to the start
method
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Program Execution: Class Exercise

L3:
L4:

L5:
L6:
L7:}

LO:
L10:}

L1: int g=0;

L2: void main() {

int *a = (int*) malloc(4);
char *b = “Hello World”;
foo(a);

9="a,

L8: void foo(int* a) {

*a = 20;

1D

Draw the stack
frames when the
execution is at L9

| will discuss it in
next lecture recap

g

| “Hello World” |

Bottom

Stack

Top

Heap Space
.data

.rodata




Lecture 04: Procedure Calling Convention

Caller and Callee Save Registers

® Recall, there are six general purpose registers that can be used
to store temporary data during a method execution

® |If the caller is using these registers, it must save each of these 6
registers before transferring the call to the callee

® However, it could be possible that callee doesn’t use all these
registers. Hence, the saving and restoring of these 6 registers is
divided across both caller and the callee

® If the caller method is using these data registers then it
saves/restore only these 3 on its call stack before/after method
call: EAX, EDX, and ECX

® If the callee method wants to use these 3 registers then it
saves/restore the current value on its call stack at entry/exit:
EBX, ESI, and EDI

E CSE231: Operating Systems © Vivek Kumar 38




Lecture 04: Procedure Calling Convention

x86-64 Calling Convention

® Different than |IA32 (x86)

® There are 16 general purpose 64-bit registers compared to
8, 32-bit registers on x86. Hence, less dependence on
stack

o As example, the arguments to callee and temporary variables can
be stored on registers

o If more data than registers then fall back to x86 way of storing on
stack

® Execution is much faster due to less dependence on stack

E CSE231: Operating Systems © Vivek Kumar
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Assignment-1 (Section-A)

SimpleLoader: An ELF Loader in C from Scratch
Due by 11:59pm on 1st September 2024
(Total 7% weightage)
Instructor: Vivek Kumar

ELF on Disk Segment loaded in memory,
and is ready for running




. recweosProcedweCaligComenton
Next Lecture

® The process abstraction

® Quiz-1 during lecture hours

1D




